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	PCC NAME
BRING YOUR OWN DEVICE, CLOUD SOLUTIONS AND REMOTE WORKING POLICY 


1. Bring Your Own Device (BYOD)

1.1. PCC NAME will provide the appropriate equipment to any staff member who is required to work away from the office including at home. This equipment may comprise of a smart phone; or laptop; or tablet as required for their role.
1.2. PCC NAME will allow, within the constraints of this policy, other staff to “Bring their Own Devices” into the office and connect to PCC NAME’s infrastructure.  Such staff may also be permitted, within the constraints of this policy, to access PCC NAME remote access solutions such that they can work at home. PCC NAME reserves the right to revoke this privilege if users do not abide by the policies and procedures described in this document.

1.3. Staff must agree to the terms and conditions set forth in this policy in order to be able to:

· connect their personal devices to the company network. 

· use allocated PCC NAME IT equipment away from the office.

1.4. This PCC NAME’s Data Protection Policy and policies on the use of IT Equipment and Internet use, as stated in the Staff Handbook, overarch this policy.
1.5. For the purpose of this policy, the definition of ‘staff’ means anyone with a ‘PCC NAME’ email address including, but not exclusively, employees and volunteers.
Acceptable Use

1.6. PCC NAME owned devices can only be used for acceptable business use.  The company defines acceptable business use as activities that directly or indirectly support the business of the PCC NAME.

1.7. Staff may use their mobile device to access the following company-owned resources: email, calendars, contacts, and documents.

1.8. Staff may use their mobile device to browse the internet subject to this policy.

Devices and Support

1.9. Smartphones including iPhone, Android and Windows phones are supported.
1.10. Tablets including iPad, Android and Windows are supported. 
1.11. Connectivity issues are supported by the IT Systems Manager
.

1.12. Staff may present their own devices to the IT System’s Manager
 to seek guidance on how configure for cloud access.

1.13. Not every device type from every manufacturer will be capable of support.
Reimbursement for Personal Devices
1.14. The company will not reimburse the employee for the cost of the device.

1.15. The company will not reimburse the employee for the following charges: roaming, plan overages, etc.

Security

1.16. In order to prevent unauthorised access, devices will be password protected using the features of the device and a strong password is required to access the company network.

1.17. Passwords will be issued by the IT Systems Manager,
 only he and the user will have knowledge of the password.
1.18. The device must lock itself with a password or PIN if it is idle.

1.19. Employees’ access to company data is limited based on user profiles defined by IT and automatically enforced.

Risks/Liabilities/Disclaimers

1.20. The company reserves the right to disconnect devices or disable services without notification.

1.21. Lost or stolen devices must be reported to the IT Systems Manager 
within 24 hours. Employees are responsible for notifying their mobile carrier immediately upon loss of a personal device.

1.22. The employee is expected to use his or her devices in an ethical manner at all times and adhere to the company’s acceptable use policy as outlined above.

1.23. The employee is personally liable for all costs associated with his or her device.

1.24. The employee assumes full liability for risks including, but not limited to, the partial or complete loss of company and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the device unusable.

2. Cloud Solutions

2.1. The presumption will be that staff will use the ‘coventry.anglican.org’ cloud solutions 
provided by PCC NAME. Third party Cloud solutions will only be allowed in exceptional cases where the PCC NAME solutions do not allow an employee to fulfil their role.  A OneDrive for business account will be allocated to all staff.

2.2. If you are not sure whether a service is cloud-based or not, please contact the IT department.

2.3. This policy applies to all staff in all departments, no exceptions.
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2.4. Use of alternative cloud computing services for work purposes will be the exception and will only be consider when an employee’s needs cannot be met by the existing PCC NAME Cloud solutions. Such services must be formally authorised by the IT System Manager. The IT Systems Manager will certify that security, privacy and all other IT management requirements will be adequately addressed by the cloud computing vendor.
2.5. Employees must not share log-in credentials with co-workers. The IT department will keep a confidential document containing account information for business continuity purposes.

2.6. The use of such services must comply with all laws and regulations governing the handling of personal data, company financial data or any other data owned or collected by the PCC NAME.

2.7. The IT Systems Manager decides what data may or may not be stored in the Cloud.

2.8. Personal cloud services accounts may not be used.

3. Remote working

3.1. This guidance applies to all volunteers who receive information/data within the scope of PCC NAME activity. This includes all volunteers (i.e. Committee members, Associate DDO’s, members of the Diocesan Safeguarding Scrutiny group)
 who work remotely from the PCC NAME office. It also applies to third parties working on behalf of the PCC NAME. 

3.2. Remote working presents significant risks for the PCC NAME. Volunteers may have access to information and personal data which is outside the security protections available on the internal PCC NAME systems or the network protections provided by firewalls and access controls, therefore there are greater risks of unauthorised access to information and loss or destruction of data. To ensure that all staff processing information remotely do so securely and in accordance with the Data Protection Act 2018 and UK GDPR, the PCC NAME has developed this guidance.

3.3. All PCC NAME employees, line managers and committee secretaries must ensure, when sharing personal data with committee members or volunteers, that the individuals are aware of their responsibility under the Data Protection Act and that they agree to adhere to this guidance.
3.4. This guidance: - 
· is intended for all volunteers who work away from the PCC NAME office on an occasional or regular basis. 

· applies to anyone undertaking any PCC NAME work away from the PCC NAME office. 

· applies to recorded information in all formats: paper, electronic data, correspondence, and e-mail. 

3.5. Do: 
· Remember that all work-related documents are PCC NAME records, and as such fall within the scope of Data Protection.

· Make use of security features such as password protection & data encryption. 

· Take all reasonable steps to maintain security of and prevent loss or damage to any data and/or records received from or taken away from the PCC NAME. 

· Use your PCC NAME e-mail account for PCC NAME work and your personal email account for personal use only; avoid mixing the two. 

· Encrypt memory sticks that hold PCC NAME information. 

· Keep your computer system and applications virus-protected and up to date.

· Reduce the risk of inadvertently breaching the Data Protection Act by ensuring that all data subject to the Act which is stored on the device is removed before taking the device to a country outside of the European Economic Area (or the few other countries deemed to have adequate levels of protection).

· Delete all PCC NAME files from your system when the task is completed and they are no longer required (also delete from your Trash folder).

3.6. Do Not: 
· Use your home computer to store PCC NAME information unless authorised. 
· Leave paper or electronic files where they could be accidentally viewed by others, including family members. 
· Use a personal e-mail account for PCC NAME business. 
· Leave PCC NAME data or electronic media in unattended vehicles, even if locked in the boot.

4. Monitoring

4.1. The contents of our systems and company data are our property. All materials, data, communications and information, including but not limited to e-mail (both outgoing and incoming), telephone conversations and voicemail recordings, instant messages and internet and social media postings and activities, created on, transmitted to, received or printed from, or stored or recorded on a device (collectively referred to as content in this policy) during the course of business or on our behalf is our property, regardless of who owns the device.

4.2. We reserve the right to monitor, intercept, review and erase, without further notice, all content on the device that has been created for us or on our behalf. This might include, without limitation, the monitoring, interception, accessing, recording, disclosing, inspecting, reviewing, retrieving and printing of transactions, messages, communications, postings, log-ins, recordings and other uses of the device, whether or not the device is in your possession.

4.3. It is possible that personal data may be inadvertently monitored, intercepted, reviewed or erased. Therefore you should have no expectation of privacy in any data on the device. Staff are advised not to use our systems for any matter intended to be kept private or confidential.

4.4. Monitoring, intercepting, reviewing or erasing of content will only be carried out to the extent permitted by law, for legitimate business purposes, including, without limitation, in order to: 

i. prevent misuse of the device and protect company data;

ii. ensure compliance with our rules, standards of conduct and policies in force from time to time (including this policy);

iii. monitor performance at work; and

iv. ensure that staff members do not use our facilities or systems for any unlawful purposes or activities that may damage our business or reputation.

4.5. We may also store copies of any content for a period of time after they are created and may delete such copies from time to time without notice. We may obtain and disclose copies of such content or of the entire device (including personal content) for litigation or investigations.

4.6. By accessing any of our systems, you confirm your agreement (without further notice or permission) to such monitoring and to our right to copy, erase or remotely wipe the entire device (including any personal data stored on the device). You also agree that you use the device at your own risk and that we will not be responsible for any losses, damages or liability arising out of its use, including any loss, corruption or misuse of any content or loss of access to or misuse of any device, its software or its functionality.
Procedure on Termination of Employment

4.7. On your last day of work, all company data (including work e-mails), and any software applications provided by us for business purposes, will be removed from the device, using software applied by the IT Systems Manager. If this cannot be achieved remotely, the device must be submitted to the IT Systems Manager for wiping and software removal. You must provide all necessary co-operation and assistance to the IT Department in relation to this process. This paragraph of the policy is contractual.

Personal Data
4.8. We shall use reasonable endeavors not to access, copy or use any personal data held on the device, unless absolutely necessary. If such access or copying occurs inadvertently, we shall delete any and all such personal data as soon as it comes to our attention. This limitation does not apply to personal data which is also company data (including personal e-mails sent or received using our e-mail system). For this reason, you are encouraged not to use work e-mail for personal purposes.
Appropriate Use
4.9. You should never access or use our systems or company data through a device in a way that breaches any of our other policies. For example, you must not use a device to:

v. breach our Disciplinary Rules;

vi. defame or criticise us or our affiliates, customers, clients, business partners, suppliers, vendors or other stakeholders;

vii. harass or bully other staff in any way;
viii. unlawfully discriminate against other staff or third parties;

ix. breach our Data protection policy;

x. breach any other laws or ethical standards (for example, by breaching copyright or licensing restrictions by unlawfully downloading software on to a device).

xi. bring the company into disrepute.
4.10. If you breach any of the above policies you may be subject to disciplinary action up to and including dismissal.
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